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Abstract——This paper describes a cryptosysten for the Similarly the frequencies of the ciphered text were obtained.
Spanish language. All languages have some words that are more After having the two tables of frequency of the training text
common than others to make connections between phrases or and the ciphered text, we will replace first by monosyllables,
sentences. In the Spanish language there are several types of two-syllables and three-syllables. Subsequently a word
words like prepositions, articles that are words of one, two or three processor yielding the percentage relationship of letters and
frequ.enﬂy used letters. Th? decryption by syllabic freqyencies Isan words between the original text and decryption is used.
algc_;n_thm based on Spanu#w grammar rules, which is done by a To implement the decryption of text by analyzing the
statistical study of frequencies of words of one, two and three most . . . .

frequencies of mono, bi- and tri-syllabic words, the process

common letters. The method comprises: selecting a theme from a . ] !
text of about 10,000 words, and calculate the frequencies of these W@ t0 analyze the input ciphered text to determine the

words of one, two and three most used letters in the Spanish frequency of each of the letters, the frequency of the words of
language, we will name these types of words unigrams, bigrams One-létter (unigram), two-letter words (bigram) and three-
and trigrams and comparing with the ciphered text that has to letter words (trigrams). From the training text. Once we have
have the same subject. For the process of encryption we will use these frequencies, we know the most common elementsin the
the Vigenere algorithm to encode the encrypted text previously and ciphered text. Finally we proceed to replace these items with
subsequently it will be decoded using this technique [1]. the most common in the Spanish language. The Java

| INTRODUCTION programming language was used for coding the agorithm.

The word cryptography is a term that describes all Diagrams used are shown.
techniques to encrypt messages or make them intelligible
without resorting to a specific action.

Cryptography is based on arithmetic’s: In the case of a
text, consists in transforming the letters that make up the
message into a series of numbers (in the form of bits since
computers use the binary system) and then perform
calculations with these numbers in order to: System

e To modify them and make them incomprehensible,
the result of this modification (the encrypted
message) is called ciphered text as opposed to the

Use Case Diagram

In Figure 1 it is shown a use case diagram in which the
user interacts with the system. Below is a description of each
usecaseis:

initial message, called clear text. - Code .
e To make sure the recipient can decrypt them, the T
action of encoding a message to make it secret is - 4

called encryption and the inverse method, which is .
to recover the original message, is called decryption. fiE el
Cryptanalysis involves the reconstruction of an encrypted i e P i
clear text message using mathematical methods. Therefore, llser el -
all cryptosystems must be resistant to cryptanalysis methods.
When a cryptanalysis method allows to decrypt an encrypted
by using a cryptosystem message, we say that the encryption =
agorithm has been decoded. Save_Document

I1.REALIZATION OF THE CRYPTOSYSTEM
The algorithm used consisted, first in take atraining text of
more than 10 000 words of a specific topic and frequencies of
unigrams, bigrams and trigrams was obtained (it should be
emphasized that this text is not encrypted). Subsequently the Fig 1. Use Case. Source: Own elaboration.
same subject is encrypted by the Vigenére agorithm.
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Abstract—with  the modern use of technology and
communication, data and information travel through many
channels. During transmission they may be vulnerable to passive
or active attacks, in which messages are used by criminal groups
to undermine the integrity of individuals and institutions. In this
study, a solution is proposed that uses a system constructed in
MATLAB that is able to hide voice signals in an image. That is,
the data sent is an image but it carries a protected voice message
within it. This solution seeks to ensure the integrity of the data. To
contextualize this work, the concepts of steganography and voice
signals are defined. The implementation of the SIOVE system and
its application are also presented

I. INTRODUCTION
Computer security consists of ensuring that an
organization’s computer resources are being utilized in the
manner determined by the organization, and that data access
and modification can only be carried out by authorized
people and within the limits of their authorization.[1,2]
The main objectives of computer security are [3]:

o Detect potential problems and threats,
minimizing and managing risks.

e Ensure proper use of resources and application of
systems.

e Limit losses and implement system recovery in the event
of a security incident.

e Comply with the legal framework and with overall

organizational requirements

security

A. Steganography

The word ‘steganography’ comes from the Greek words
steganos (hidden) and graphos (writing), and can be defined
as a technique for hiding information in a covert channel in
order to prevent a hidden message from being detected. When
a message is transmitted, someone spying on the
communication transmission may not be able to decipher it,
but they will at least know that an encrypted message has
been sent, when it was sent, and how much encrypted data
was exchanged. When this knowledge constitutes a threat to
the organization, we can employ steganography [4]. As
explained above, steganography consists of hiding a secret
message inside another message that is not secret. The very
existence of the secret message is concealed. If the
steganographic message is also encrypted, we can keep its
content secret even if its existence is detected upon
transmission. It is easier to conceal a message in information

that can be expressed with a variable amount of data, such as

a photograph, audio or video. An example of steganography

is hiding a message inside another message consisting of a

hidden “signature” in a set of data. When an unauthorized

copy is made of the data, the source can be detected by
comparing characteristics such as size and existence of
associated codes using the LSB (least significant bit)
technique. No “watermark” algorithm has yet been found that
is resistant to every possible data manipulation, such as the
introduction of noise, changing image resolution, overwriting
the signature, or other techniques. The elements or actors in

steganography are [4, 5, 6

e Container: The object that is used to carry the hidden
message.

e Stego-object: The container plus the concealed message.

e Adversary: Any of the entities from which the concealed
information is being hidden.

e Steganalysis: The science of detecting (passive attacks)
and/or rendering harmless (active attacks) information
hidden in some sort of container, and of finding useful
information within the container (existence and size).

In general terms, steganography is divided into two types [7,
8,9]:

e Linguistic steganography.
e Technical steganography.

Linguistic steganography uses a written text as the carrier,
while technical steganography uses any other type of carrier,
which may be audio, images, video, or other data. This paper
deals with technical steganography [10].

B. Voice Signals

The voice is a signal that transmits conscious, intelligent
information produced by humans in such a manner that
listeners can obtain information directly without the need for
any further source of information such as images or text.

For voice signals, the most efficient encoders use a speech
production model consisting first of an excitation that models
air flowing from the lungs and vibration of the vocal cords
and secondly a filter that represents the oral and nasal cavity.
Both voice and audio signals use a model of an auditory
perception system that indicates which components of the
signal do not have to be kept because they are not heard, as
they are masked in both time and frequency by neighboring
higher-energy components of the signal [12]. A spectral
representation serves as a simple way to represent relevant
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Abstract——This paper describes a cryptosystem for the
Spanish language. All languages have some words that are more
common than others to make connections between phrases or
sentences. In the Spanish language there are several types of
words like prepositions, articles that are words of one, two or three
frequently used letters. The decryption by syllabic frequencies is an
algorithm based on Spanish grammar rules, which is done by a
statistical study of frequencies of words of one, two and three most
common letters. The method comprises: selecting a theme from a
text of about 10,000 words, and calculate the frequencies of these
words of one, two and three most used letters in the Spanish
language, we will name these types of words unigrams, bigrams
and trigrams and comparing with the ciphered text that has to
have the same subject. For the process of encryption we will use
the Vigeneére algorithm to encode the encrypted text previously and
subsequently it will be decoded using this technique [1].

I. INTRODUCTION

The word cryptography is a term that describes all
techniques to encrypt messages or make them intelligible
without resorting to a specific action.

Cryptography is based on arithmetic’s: In the case of a
text, consists in transforming the letters that make up the
message into a series of numbers (in the form of bits since
computers use the binary system) and then perform
calculations with these numbers in order to:

e To modify them and make them incomprehensible,
the result of this modification (the encrypted
message) is called ciphered text as opposed to the
initial message, called clear text.

e To make sure the recipient can decrypt them, the
action of encoding a message to make it secret is
called encryption and the inverse method, which is
to recover the original message, is called decryption.

Cryptanalysis involves the reconstruction of an encrypted
clear text message using mathematical methods. Therefore,
all cryptosystems must be resistant to cryptanalysis methods.
When a cryptanalysis method allows to decrypt an encrypted
by using a cryptosystem message, we say that the encryption
algorithm has been decoded.

I1. REALIZATION OF THE CRYPTOSYSTEM
The algorithm used consisted, first in take a training text of
more than 10 000 words of a specific topic and frequencies of
unigrams, bigrams and trigrams was obtained (it should be
emphasized that this text is not encrypted). Subsequently the
same subject is encrypted by the Vigenére algorithm.

Similarly the frequencies of the ciphered text were obtained.
After having the two tables of frequency of the training text
and the ciphered text, we will replace first by monosyllables,
two-syllables and three-syllables. Subsequently a word
processor yielding the percentage relationship of letters and
words between the original text and decryption is used.

To implement the decryption of text by analyzing the
frequencies of mono, bi- and tri-syllabic words, the process
was to analyze the input ciphered text to determine the
frequency of each of the letters, the frequency of the words of
one-letter (unigram), two-letter words (bigram) and three-
letter words (trigrams). From the training text. Once we have
these frequencies, we know the most common elements in the
ciphered text. Finally we proceed to replace these items with
the most common in the Spanish language. The Java
programming language was used for coding the algorithm.
Diagrams used are shown.

Use Case Diagram

In Figure 1 it is shown a use case diagram in which the
user interacts with the system. Below is a description of each
use case is:

System

User

Save_Document
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i

Fig 1. Use Case. Source: Own elaboration.
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ABSTRACT

[n this paper we propese a nesel approach for stractuned
programming based on a geaph theonsiical notion known
ar the oyclomatic number of an asdirected onmected
ﬂ:lilp]'l.. Sinee the cveloneatie nuinber = n.-r.n.'li.l}' e el
with & graghical Tepresentataon of & program modube frem
its eomiral fHow disgram, B provides on ntwitive poant of
wlew that may complement amd enlance common existing
technbgues currently used ln lanpoage progromoping woliv-
Ile= that are based mabily oo the strectunsl model. Our
foeais in Ahe present resaarch = three f5ld, fizst we intraducs
the eyebomatic oumber s g mathematical nseful potion for
program mesiube description.  Secondly, algebaaie decom-
frosktixon ol the eyelomstis mmber 52 o0 momiericnl Binct o
k= usad far TR mindule clasahention. Finnlly, illustre-
tive exarmples are provided (o demonstrais the scopa amd
appeal of our progesed graph theoretical framawork

KElj'H.ﬂJd:liB: E'-'Jl:ldu|i.'||:;- G'ru.ph:;. .3'..|[|:13-u-i.'|.!|rn5.| Crwekanntic
iy, Strbetnmesd Prl:qgl'l'l.u:l:lni:u.g Techninnes, Program-
ming Languages, Compuater Scivao Education,

1. INTRODUCTION

Wichin the vast spectrom of theoreticel vnd practi-
cal approaches avallable for snpporting computer pro-
pramoming languages, the structured model still re-
miabns 2 milestone thet s s valuable part for the foun-
datlon and disewssion of now programming paradigms
soch as the firnetionad (7, 13) or obgect omended [3, 17|
models: A key issue in the art of working with and ap-
plylog the structured model at both the professional
amil educational levels, relies in how program “stre
ture” con be visuslized snd messered. In order 1o
wchisvre simultaneous visnalization and measureien
of 6 program module structure o o slmple wmd dieed
WAy, We proposs to e the evelotntic mober as the
basis of an alternative amework for structiured Pri-
graomming. In a mwore resteloted sense, or approach
can b considered an applleation of discrete mathe-
matics to structured programmbng by means of o few
key ideas borrowed from graplh theory, TE i hnpertant
to remark that the cyclimatle numler Tins hoen sue-
cesafully applied in the Beld of software engineering,

Jos

where it is known under the nane syelomatio com-
plezity 8, 8 10, 12); however, to.avoid controversial
LasLEs |Jl_'b:u.'|giu.;: to the pealm of sofiware mekidos we
ey not use the sdjective “complexity™ in the present
iliscussion |51

The work presented beve §s organized as Follovws;
dection 3, gives background materlal of stroctuosd
programming. graphs, and fonctlon factosization o
support of Bection 3, whers the cyclomatic number of
a graph iz defined, function factorization s applied to
decommpose It when viewesd as & munerical mappiog,
and the final subsection establishes a reprosentative
Aet of prototype program medales besed on this de-
compesition. Section 4, applies our specific proposal
of uslng the eyvelomstie pumber ps an altemaetive
presentation for the structured model in language
programmlng acthvities; simple educational examples
are povided to lwstrate our approach.  Finally,
Seaticn b states the conclusions es well az fubure work
related to the research presented here.

2. CONCEPTUAL BACKGROUND

The material deseribhed o this soction ];ln:n,'ides tho
pecesary idews vsed to dovelop, disouss, and apply
au alterimbive feamework for structured programming
baged on the concept of eyelomatic number, a graph
tleeoretical potion treated in more detail in the next
pection. The presentation is divided in three subsee-
tions, mamely, strictured progromming (12, 17], di-
rectind and undirected graphs [6, 14, and function fae-
torization or docomposition [1].

Structured Programming

There are plenty of different programming styles from
which a well trained compurer scientist or engipeer
may select or cosnhine them o sobve resl world compo-
tational probiems. From o practleal and edocational
point of view, the stroctueed prograrming svle, will
remein a fundamental and solid background for profes-
gional programmere as well as underprad pate sthrdenss
that can belp them to provide antomated solutions to
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RESUMEN

£ o ociielidad ex imporiamie conocer of perfil de Ios consimidores de Jos plataformy que se evidn
utilizando. Secomd Life ex wme plataforme virtwal gue offece wn mercads global 1 emergemie gue e sido
aprovechadn por pocas eppvesas pov falte de firmacidn gre hay acerca de lox nenarios getivas, Por
ello, exta mvestigovion bused molizer g fos wvaorioy de exig plataforma, mediote o I Ficeion
explaratoria de tipo VALS. Los resultados swaseeoronr guwe los principales psparios hispeoos san oot prerfiles
inrvaedovey v experinreniodores. Motividos por fe mutoexpreside v lo hisqreda de nuevos comales

PALABRAS CLAVE: Segmentacion, Second Life, VALS

APPROACH TO SECOND LIFE USERS OF HISPANIC SPEECH
THROUGH A VALS-TYPE PSYCHOGRAPHIC STUDY

ABRSTRACT

Al presend it is fmportent o kaow the profite of the consamers of the platforms that are being wved. Second
Life ts o wivtuc! platiorm thal offers a glabal and emerging marker tat has beer explaited by fow companies
aluag Jix Forck el infermation about active wers. Thergfure, this research sought to analyze the users of Hhis
platform, through an exploratony research of type FALS. The resulis sheawved that the main hispanic wsers
are of imnovaiive and experimeniers peafiles. Mottvated by selfepraciion and the search for new channely,

KEY WORDS; Sepmentation, Second Life, VALS
JEL: M3E0, M3, M39

INTRODIUCC ION

En las dltimas décadas se dessrrollaron algunas plamaformes apovedas en riqueza de comumicacion,
colaborncion virtual y ensacion de contenido 3-I) con alto potencial para socmlizacion, entretenimiento,
educacion e interaccidn de fas marcas con sus consumidores (Zhu, Wang v Jia, 2007). A partir de clio,
emetgieron con mayor fuerza, la educacion virual v el marketing interactive digital, sprovechindose
Auevos canales que atmjeron un gran ndmero de usuarios por su valkor agregado (Barmes ¥ Manisson, 200 1),
Piese a su mipido crecimiento, varins de estas plataformas sociales necesitan renovar v adecuar sus modelos
de negocio. a fin de continuar explotando al mixime su potencial (Castellé, 2000} v posibilitar un Ay or
aleance a consumidores de miliples contextos, entre ellos los hispanoparlantes, interesados en lo que estas
plataformis pueden ofrecer. El concepto de sovial media ¢s el top de la agenda de muchos ejecutivos de
empresas hoy en din Les decisiones del mercado son consoliados pars identificar ks formas ¥ las
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Conlrd atfuso Hira u corvertolar GO-CO bidirecciomal de media pligiie

Hesumen

En esle eticulo se prasenta el dissfin, la simulacion y la implementacian oz un control apbcado a un converiidor de
tormenté directa a carriente directa (CO-CD), bidraccional, de media puente. La esirategia de control estd baseda
an lixgica difusa. B control modifica el valer del ciclo de irabajo ded intsrrupdor controlado medianie modulasian par
ancho de pulso, pasa esegurar un valor especifico en gl valtaje de salicia def corveriidor, E contral fue validads
expenmanialmente en un converficar dz polencia aperands tank para funcionamients en modo raductor como
pard el funcionamiento en mode elevador, La simulacién se realizé an Matlab/Simulink, Un bance da prugbas fus
construldo con base en un converlider CO-CO da 2 kW y of algenimo de control fue implementade per medio de
Labview y CompactRIO.

Palabras clave: aljoriimo de confrol inteligenta, condrol difuso, comvedtidar C0-CO.

Abstract

Thig: arficks prasents the design, simulation, and Imglementation of g contred applied to a hall bridge bidirectional
direc! current 1o direct current converer. The contral strategy 15 based on fuzzy lagle. The contral madifies the
wakies of the interrupter's work cycla confroliad by pulsa-widih modulation in ardar to assure 3 specific vale of
voltage leaving the comverter, The control was euparimentally validated in a power convarter operating both for
function in step-down mode anc for funclion in step-up made, The simulation was carted out in Matlsb/Simulink, A
test bench was built based on a 2 kW DC-DC converler and the conirol 2igarithm was implemented with Labyview
and compactAiC.

Keywords: Inteligent cantrol algorithen, fuzzy control, DG-DC convaner

Resumo

Meste arfigo se agresenta o progeto. simulagdo @ implantagio de um controle aplicato 3 um conversor de corrente
cantinua-carrente continug, bidirecional, de media ponte. Assirategia de controle esta baseada na ldgica difusa. O
controle modifica o valkor da ciclo de frabalho do intarrypior comandade mediante modulagao por farpwa de pulso
para garantir um valer sspecifico de saida de tensio do corversor 0 contrale fol validado experimentalmante
&M U conversor de poléngia operands como agente sbaixador e elevador 4 simulagae realizou-se am Matlaby
Sirmalirk. Um banco de ensaia foi construida baseads am um conwersor CO-CO de 24W e 0 algorimo de controle
loi implantado medianie Labviaw & compactAIO.

Palavras Chave: algorima de confrole intedgante, controle difuso, conversar ko,
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