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     Abstract——This paper describes a cryptosystem for the 
Spanish language. All languages have some words that are more 
common than others to make connections between phrases or 
sentences. In the Spanish language there are several types of 
words like prepositions, articles that are words of one, two or three 
frequently used letters. The decryption by syllabic frequencies is an 
algorithm based on Spanish grammar rules, which is done by a 
statistical study of frequencies of words of one, two and three most 
common letters. The method comprises: selecting a theme from a 
text of about 10,000 words, and calculate the frequencies of these 
words of one, two and three most used letters in the Spanish 
language, we will name these types of words unigrams, bigrams 
and trigrams and comparing with the ciphered text that has to 
have the same subject. For the process of encryption we will use 
the Vigenère algorithm to encode the encrypted text previously and 
subsequently it will be decoded using this technique [1]. 

I. INTRODUCTION 
The word cryptography is a term that describes all 

techniques to encrypt messages or make them intelligible 
without resorting to a specific action. 

Cryptography is based on arithmetic’s: In the case of a 
text, consists in transforming the letters that make up the 
message into a series of numbers (in the form of bits since 
computers use the binary system) and then perform 
calculations with these numbers in order to: 

 To modify them and make them incomprehensible, 
the result of this modification (the encrypted 
message) is called ciphered text as opposed to the 
initial message, called clear text. 

 To make sure the recipient can decrypt them, the 
action of encoding a message to make it secret is 
called encryption and the inverse method, which is 
to recover the original message, is called decryption. 

Cryptanalysis involves the reconstruction of an encrypted 
clear text message using mathematical methods. Therefore, 
all cryptosystems must be resistant to cryptanalysis methods. 
When a cryptanalysis method allows to decrypt an encrypted 
by using a cryptosystem message, we say that the encryption 
algorithm has been decoded. 
 

II. REALIZATION OF THE CRYPTOSYSTEM 
The algorithm used consisted, first in take a training text of 

more than 10 000 words of a specific topic and frequencies of 
unigrams, bigrams and trigrams was obtained (it should be 
emphasized that this text is not encrypted). Subsequently the 
same subject is encrypted by the Vigenère algorithm. 

Similarly the frequencies of the ciphered text were obtained. 
After having the two tables of frequency of the training text 
and the ciphered text, we will replace first by monosyllables, 
two-syllables and three-syllables. Subsequently a word 
processor yielding the percentage relationship of letters and 
words between the original text and decryption is used. 

To implement the decryption of text by analyzing the 
frequencies of mono, bi- and tri-syllabic words, the process 
was to analyze the input ciphered text to determine the 
frequency of each of the letters, the frequency of the words of 
one-letter (unigram), two-letter words (bigram) and three-
letter words (trigrams). From the training text. Once we have 
these frequencies, we know the most common elements in the 
ciphered text. Finally we proceed to replace these items with 
the most common in the Spanish language. The Java 
programming language was used for coding the algorithm. 
Diagrams used are shown. 
 
Use Case Diagram 

In Figure 1 it is shown a use case diagram in which the 
user interacts with the system. Below is a description of each 
use case is: 

 
Fig 1. Use Case. Source: Own elaboration. 
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Abstract—with the modern use of technology and 

communication, data and information travel through many 

channels. During transmission they may be vulnerable to passive 

or active attacks, in which messages are used by criminal groups 

to undermine the integrity of individuals and institutions. In this 

study, a solution is proposed that uses a system constructed in 

MATLAB that is able to hide voice signals in an image. That is, 

the data sent is an image but it carries a protected voice message 

within it. This solution seeks to ensure the integrity of the data. To 

contextualize this work, the concepts of steganography and voice 

signals are defined. The implementation of the SIOVE system and 

its application are also presented 

 

I. INTRODUCTION 

Computer security consists of ensuring that an 

organization‟s computer resources are being utilized in the 

manner determined by the organization, and that data access 

and modification can only be carried out by authorized 

people and within the limits of their authorization.[1,2]  

The main objectives of computer security are [3]: 

 Detect potential problems and security threats, 

minimizing and managing risks. 

 Ensure proper use of resources and application of 

systems. 

 Limit losses and implement system recovery in the event 

of a security incident. 

 Comply with the legal framework and with overall 

organizational requirements 

 

A. Steganography 

The word „steganography‟ comes from the Greek words 

steganos (hidden) and graphos (writing), and can be defined 

as a technique for hiding information in a covert channel in 

order to prevent a hidden message from being detected. When 

a message is transmitted, someone spying on the 

communication transmission may not be able to decipher it, 

but they will at least know that an encrypted message has 

been sent, when it was sent, and how much encrypted data 

was exchanged. When this knowledge constitutes a threat to 

the organization, we can employ steganography [4]. As 

explained above, steganography consists of hiding a secret 

message inside another message that is not secret. The very 

existence of the secret message is concealed. If the 

steganographic message is also encrypted, we can keep its 

content secret even if its existence is detected upon 

transmission. It is easier to conceal a message in information 

that can be expressed with a variable amount of data, such as 

a photograph, audio or video. An example of steganography 

is hiding a message inside another message consisting of a 

hidden “signature” in a set of data. When an unauthorized 

copy is made of the data, the source can be detected by 

comparing characteristics such as size and existence of 

associated codes using the LSB (least significant bit) 

technique. No “watermark” algorithm has yet been found that 

is resistant to every possible data manipulation, such as the 

introduction of noise, changing image resolution, overwriting 

the signature, or other techniques. The elements or actors in 

steganography are [4, 5, 6 ]: 

 Container: The object that is used to carry the hidden 

message. 

 Stego-object: The container plus the concealed message. 

 Adversary: Any of the entities from which the concealed 

information is being hidden. 

 Steganalysis: The science of detecting (passive attacks) 

and/or rendering harmless (active attacks) information 

hidden in some sort of container, and of finding useful 

information within the container (existence and size). 

In general terms, steganography is divided into two types [7, 

8,9]: 

 Linguistic steganography. 

 Technical steganography. 

Linguistic steganography uses a written text as the carrier, 

while technical steganography uses any other type of carrier, 

which may be audio, images, video, or other data. This paper 

deals with technical steganography [10]. 

B. Voice Signals 

The voice is a signal that transmits conscious, intelligent 

information produced by humans in such a manner that 

listeners can obtain information directly without the need for 

any further source of information such as images or text. 

For voice signals, the most efficient encoders use a speech 

production model consisting first of an excitation that models 

air flowing from the lungs and vibration of the vocal cords 

and secondly a filter that represents the oral and nasal cavity. 

Both voice and audio signals use a model of an auditory 

perception system that indicates which components of the 

signal do not have to be kept because they are not heard, as 

they are masked in both time and frequency by neighboring 

higher-energy components of the signal [12]. A spectral 

representation serves as a simple way to represent relevant 
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     Abstract——This paper describes a cryptosystem for the 

Spanish language. All languages have some words that are more 

common than others to make connections between phrases or 

sentences. In the Spanish language there are several types of 

words like prepositions, articles that are words of one, two or three 

frequently used letters. The decryption by syllabic frequencies is an 

algorithm based on Spanish grammar rules, which is done by a 

statistical study of frequencies of words of one, two and three most 

common letters. The method comprises: selecting a theme from a 

text of about 10,000 words, and calculate the frequencies of these 

words of one, two and three most used letters in the Spanish 

language, we will name these types of words unigrams, bigrams 

and trigrams and comparing with the ciphered text that has to 

have the same subject. For the process of encryption we will use 

the Vigenère algorithm to encode the encrypted text previously and 

subsequently it will be decoded using this technique [1]. 

I. INTRODUCTION 

The word cryptography is a term that describes all 

techniques to encrypt messages or make them intelligible 

without resorting to a specific action. 

Cryptography is based on arithmetic’s: In the case of a 

text, consists in transforming the letters that make up the 

message into a series of numbers (in the form of bits since 

computers use the binary system) and then perform 

calculations with these numbers in order to: 

 To modify them and make them incomprehensible, 

the result of this modification (the encrypted 

message) is called ciphered text as opposed to the 

initial message, called clear text. 

 To make sure the recipient can decrypt them, the 

action of encoding a message to make it secret is 

called encryption and the inverse method, which is 

to recover the original message, is called decryption. 

Cryptanalysis involves the reconstruction of an encrypted 

clear text message using mathematical methods. Therefore, 

all cryptosystems must be resistant to cryptanalysis methods. 

When a cryptanalysis method allows to decrypt an encrypted 

by using a cryptosystem message, we say that the encryption 

algorithm has been decoded. 

 

II. REALIZATION OF THE CRYPTOSYSTEM 

The algorithm used consisted, first in take a training text of 

more than 10 000 words of a specific topic and frequencies of 

unigrams, bigrams and trigrams was obtained (it should be 

emphasized that this text is not encrypted). Subsequently the 

same subject is encrypted by the Vigenère algorithm. 

Similarly the frequencies of the ciphered text were obtained. 

After having the two tables of frequency of the training text 

and the ciphered text, we will replace first by monosyllables, 

two-syllables and three-syllables. Subsequently a word 

processor yielding the percentage relationship of letters and 

words between the original text and decryption is used. 

To implement the decryption of text by analyzing the 

frequencies of mono, bi- and tri-syllabic words, the process 

was to analyze the input ciphered text to determine the 

frequency of each of the letters, the frequency of the words of 

one-letter (unigram), two-letter words (bigram) and three-

letter words (trigrams). From the training text. Once we have 

these frequencies, we know the most common elements in the 

ciphered text. Finally we proceed to replace these items with 

the most common in the Spanish language. The Java 

programming language was used for coding the algorithm. 

Diagrams used are shown. 

 

Use Case Diagram 
In Figure 1 it is shown a use case diagram in which the 

user interacts with the system. Below is a description of each 

use case is: 

 
Fig 1. Use Case. Source: Own elaboration. 
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